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Abstract. Gigabit networks are equipped with ‘‘increasingly’’ intelligent network interface cards, and the
ﬁrmware running in the cards does various tasks related to end-to-end communication. For an accurate
performance evaluation of gigabit networks, it is very important to characterize and quantify the ﬁrmware.
However, the ﬁrmware has been neglected in the latency analyzes of network protocols.
This paper presents an in-depth latency analysis of Myrinet. Our ﬁndings include that the major
bottleneck is the network interface card itself. This is true especially for so-called lightweight user-level
protocols (such as BPI of Myrinet) designed for high-speed communication. Although BPI is very lean and
efﬁcient in the host, its sending throughput becomes similar to UDP. This result is very unexpected and
surprising. Through ﬁrmware-level measurements, we identify that the cause of bottleneck is the DMA
performance.
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1. Introduction
With the advances in high-speed networks (e.g., Myrinet [1] and Gigabit Ethernet
[2]), there are many efforts to enhance the performance of network protocols in order
to fully utilize the bandwidth and apply those enhanced protocols to clusters. A
characteristic of gigabit networks is that the network interface card (NIC) takes a
more active role than in ‘‘slow’’ networks. NIC has been a simple device that has
minimal memory and just enough intelligence to transmit packets out to the wire,
but now the trend is that NIC is getting smarter with more memory and more
processing power. The rationale is to: (1) off-load CPU; and (2) keep up with the fast
transmission.
In addition to its improved processing capability, NIC of gigabit networks has an
intelligent ﬁrmware running inside. The ﬁrmware does much more tasks including
packet processing, interrupt handling, etc. than before. The device driver in the host

60

JIN, YOO AND CHOI

interacts with the ﬁrmware to send or receive packets. Therefore, for an accurate
performance evaluation of gigabit networks, it is very important to understand the
impact of NIC.
The ﬁrmware of NIC, however, has been neglected in the performance analyses of
network protocols. Such analyses give only partial evaluation of gigabit networks.
For example, Myrinet NICs of Myricom, ACEnic of Alteon Networks, and G-NIC
II of Packet Engines contain an on-board co-processor and sophisticated ﬁrmware,
and they perform important protocol steps related to end-to-end communication.
Therefore, we believe, the NIC ﬁrmware of gigabit networks should be considered as
a layer of the protocol stack.
The goal of this paper is to present a ﬁrmware-level latency analysis that covers the
ﬁrmware itself of NIC as well as the interaction between the host and ﬁrmware. Our
analysis is more advanced because most existing performance measurements are
performed at the device driver level [3–5]. We also evaluate three factors (shown in
Section 5) that inﬂuence the network performance through the ﬁrmware-level latency
analysis. For the ﬁrst step of our analysis, this paper focuses on the send side only.
The rest of this paper is organized as follows. Section 2 provides a background
that outlines the protocols analyzed in this paper. We use UDP, an optimized
protocol called Asynchronous UDP [6], BPI [7] that is a lightweight user-level
protocol for Myrinet, and enhanced BPI. Section 3 brieﬂy describes the measurement
methodology. Section 4 shows the latency measurement results. From the ﬁrmwarelevel measurements, we identify three factors that limit the network performance in
Section 5. Finally, the paper concludes with Section 6.

2. Background
The efforts to take advantage of gigabit networks on clusters can be classiﬁed into
two approaches. The ﬁrst approach is the optimization of a traditional kernel-level
protocol [6, 8–13]. The second is the development of a new lightweight user-level
protocol [14–21]. In this paper, we attempt to analyze both kernel-level and userlevel protocols in the ﬁrmware-level.
We choose UDP as a kernel-level protocol because UDP is far lighter than TCP,
and multimedia protocols like RTP (real time protocol) [22] are based on UDP. To
compare with UDP, we analyze Asynchronous UDP, which is lighter and more
optimized than UDP. As user-level protocols, BPI of Myrinet Software [7] and
enhanced BPI are analyzed. This section explains Asynchronous UDP and BPI
brieﬂy. In addition, the ﬁrmware of Myrinet NIC is described.

2.1.

Asynchronous UDP

Asynchronous UDP is a new optimization of UDP proposed in Yoo et al. [6]. It is
designed to fully utilize the bandwidth of high-speed networks. The experiment
results show that it can utilize 98% of ATM’s bandwidth and improves the
throughput by 133% over UDP. In addition, Asynchronous UDP saves processor
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Figure 1. Comparison of data path.

cycles, and applications can send more UDP data and/or do something else while
data are being sent because communication is done in parallel with computation.
The key idea of Asynchronous UDP is to remove the copy operation in the
protocol processing. The data in user space is directly moved to NIC as shown in
Figure 1. We refer the details of Asynchronous UDP to Yoo et al. [6] and Jin et al.
[13].
In comparison with previous approaches to remove the copy overhead [8–12],
Asynchronous UDP does not require any hardware support and does not cause
copy-on-write. For example, Copy Emulation [11] is similar to Asynchronous UDP,
especially in the point that it keeps the pointer of buffers to avoid data copy and that
it does fragmentation and header building based on this pointer. However, Copy
Emulation can cause copy-on-write as a penalty of removing the copy overhead.
Furthermore, Copy Emulation is highly dependent on virtual memory system, but
Asynchronous UDP does not depend on virtual memory system at all.

2.2.

BPI

BPI allows an application to communicate over the network directly from user
space. BPI offers ﬂexible interface to an application. For instance, BPI translates the
virtual address of the data buffer into the physical address for DMA between the
host and NIC memories. For the purpose of the address translation, BPI allocates a
copy block in the kernel memory and mmaps (memory maps) the area into the user
space when BPI is initialized. The copy block is a physically linear area of the host
memory, and BPI knows the physical base address of the copy block. Before sending,
BPI copies the data into the copy block and calculates the physical address by the
offset from the base address. Figure 2 describes the data path of BPI send. BPI uses
DMA to/from the copy block without kernel intervention. U-Net [14] also has a
similar user interface.
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Figure 2. Data path of BPI.

2.3.

MCP (Myrinet Control Program)

MCP is the ﬁrmware of Myrinet NIC, which is divided into two layers for sending:
hostTx and netTx. The hostTx layer covers the data movement between the host and
NIC sides using DMA (EBUS-LBUS DMA). Figure 3 depicts how EBUS-LBUS
DMA is performed on a system based on an Intel Pentium Pro processor. First,
MCP initiates a DMA request to the host/PCI bridge (Figure 3(1)). Then, the bridge
checks whether the contents of the memory area for DMA exist in the processor’s
internal cache (Figure 3(2)). If the contents are cached, they should be ﬂushed for the
cache consistency (Figure 3(3)). After the cache consistency is guaranteed, the
EBUS-LBUS DMA is carried out (Figure 3(4)). The netTx layer is responsible for
the send-DMA (Figure 3(5)) that moves the data to the Myrinet LAN.
Myrinet NIC has a separate DMA engine for each of EBUS-LBUS DMA and
send-DMA. MCP is a well-designed ﬁrmware to utilize which feature for performing
EBUS-LBUS DMA and send-DMA in parallel [23].

Figure 3. DMA path on an Intel Pentium Pro processor system.
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3. Latency analysis methodology
A typical methodology to measure the latency is the kernel instrumentation (e.g.,
do_gettimeofday () kernel function or rdtsc assembly instruction). There have
been many latency analyses based on the kernel instrumentation. One example, to
name a few, is the detailed latency analysis of UDP on top of FDDI by Kay and
Pasquale [4]. Another latency analysis is done with TCP on ATM [5]. It uses a highresolution clock on TurboChannel card for the measurement. It analyzes the latency
only at the device driver level as in Kay and Pasquale [4]. Elbert et al. [24] showed the
latency of TCP over Gigabit Ethernet.
A weakness of the kernel instrumentation is that the measurements are restricted
to the host side latency, and it cannot measure the latency that the NIC ﬁrmware
induces. That is, the measurement method based on the kernel instrumentation alone
cannot analyze the full spectrum of the latency in gigabit networks accurately.
As an ad-hoc solution, a logic analyzer was used to measure the latency of NIC
ﬁrmware, but it requires a special hardware board to connect the logic analyzer to
the I/O bus. Using a logic analyzer is very cumbersome and needs hardware
expertise. It is very clear that a systematic approach is needed, and the need is
indispensable for gigabit networks.
We proposed a new methodology in Jin and Yoo [25]. The key idea is to use the
NIC clock for measurements. A desirable resolution for latency analysis is submicrosecond, and we found that most NIC clocks, if not all, have enough resolution.
Our methodology is outlined below, and see Jin and Yoo [25] for the details.
1. The NIC clock is mmapped into the host address space as Figure 4 shows. Now,
the reading of the mmapped clock from the host side simply becomes a matter of
referencing a pointer. One thing to be careful is that the clock should be mmapped
into the uncacheable area. If the clock is mmapped into the cacheable area, the
latest clock value is not read.
2. The measurement code is inserted into the kernel and NIC ﬁrmware. By reading
the NIC clock through the measurement code, time stamps are generated from
both host and NIC sides (see Figure 4). In this manner, the latency in host and
NIC is measured with the same clock.

Figure 4. Measurement methodology based on NIC clock.
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Since our methodology uses mmap, the measurement overhead is in the order of
memory access and thus suitable for gigabit networks without additional hardware
equipment like a logic analyzer.

4. Measurement results
All of our experiments run on a pair of the workstations that use an Intel 180 MHz
Pentium-Pro processor, Intel 440FX PCI chipset, and M2F-PCI32C Myrinet NIC
(LANai4.3) connected to a 32bit 33 MHz PCI slot. The Myrinet NICs are connected
directly with M2F-CB-25 Myrinet LAN cable. The operating system used is Linux
(kernel version 2.0.27).

4.1.

UDP

Figure 5 shows the protocol stack of UDP, which is divided into the host and NIC
sides. An application requests a send operation via the kernel through a system call.
UDP/IP copies the data from the user space into the kernel space with the checksum
computation and constructs its header (U/I of Figure 5). After that, the data are
passed to the device driver, which attaches an Ethernet header (E of Figure 5) and
inserts the send request into the send queue that is shared with MCP. When the
hostTx of MCP detects the request, the data of kernel buffer are EBUS-LBUS
DMA’ed into the NIC memory. Then, the hostTx constructs a Myrinet header (M of
Figure 5). The netTx detects the data in the NIC memory and performs the sendDMA.
Figure 6 graphs the latencies of host and NIC sides. The increase of host side
latency is due to the per-byte overheads such as copy and checksum overheads, and
the EBUS-LBUS DMA overhead is the main contribution to hostTx latency as

Figure 5. Protocol stack of UDP.
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Figure 6. Latency of each side sending an UDP packet.

shown in Table 1. The send-DMA overhead dominating the netTx latency is totally
decided by the network physical media.
In Figure 6, we can observe that the latency of host side and the hostTx latency
cross at a data size near 5 KB, and the latency of hostTx becomes larger than the
others. This means that, for data sizes larger than 5 KB, the NIC side dominantly
decides the network performance. The processor on the host is getting so much faster
that the crossover point of host and hostTx overheads moves to a signiﬁcantly
smaller data size. For example, the crossover point on an Intel Pentium III 1 GHz
processor platform is about 1.5 KB. As a result, the NIC overhead is a critical factor
of network performance for most data sizes, especially considering the packet size
tends to become large in order to achieve a better network utilization. The details are
discussed in Section 5.

Table 1.

Per-byte overhead of UDP and Asynchronous UDP
UDP

Data size

Copy and checksum

EBUS-LBUS DMA

Asynchronous UDP
EBUS-LBUS DMA

32
64
128
256
512
1,024
2,048
4,096
8,192

2.2
2.2
2.7
3.6
5.0
7.9
14.6
27.8
55.6

13.5
13.8
15.8
17.3
21.5
29.8
52.5
100.4
198.3

21.1
21.7
22.2
23.7
27.2
38.2
61.1
110.5
212.1
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Asynchronous UDP

The EBUS-LBUS DMA overhead of Asynchronous UDP is also shown in Table 1.
The EBUS-LBUS DMA overhead of Asynchronous UDP is slightly larger than that
of UDP. The reason is that Asynchronous UDP needs more gathers in order to
perform DMA for not only the data in user space but also the header in the kernel
space.
Asynchronous UDP does not have the copy overhead, and the DMA operations
of hostTx and netTx are the only per-byte overheads. Consequently, in Figure 7, the
latency of host side is almost invariant unlike UDP. On the other hand, the NIC side
latencies increase as the data size gets larger. Note that the intersection of host and
hostTx latencies occurs at the data point adjacent to 3 KB, which is smaller than the
crossover point of UDP. In the case of an Intel Pentium III 1 GHz processor
platform, those latencies cross at 512 B.

4.3.

BPI

Figure 8 depicts the protocol stack of BPI. In the host side, BPI copies the data to the
copy block and inserts the send request into the send queue. Then, hostTx and netTx
perform EBUS-LBUS DMA and send-DMA respectively.
The measurement results of each side are shown in Figure 9. The latencies of host
and hostTx increase in proportion to the data size, which are caused by the copy and
EBUS-LBUS DMA overheads as Table 2 shows. As mentioned in Section 4.1, the
latency of netTx depends on the physical network bandwidth.
An interesting result in Figure 9 is that the latency of host side is larger than the
NIC side for data sizes larger than 128 B. That is, in the case of BPI, the host side is
the bottleneck rather than the NIC side. We can ﬁnd the reason from the great

Figure 7. Latency of each side sending an Asynchronous UDP packet.
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Figure 8. Protocol stack of BPI.

Figure 9. Latency of each side sending a BPI packet.

disparity between the copy overhead of UDP in Table 1 and that of BPI in Table 2.
This surprising difference is due to the cacheability of the BPI’s copy block. Because
the copy block is set as an uncacheable area in the initialization of BPI, the copy
from the user buffer to the copy block is done uncached. This turns out to have a
large copy overhead. The details are discussed in Section 5.

4.4.

Enhanced BPI

We improve BPI by changing the cacheability of the copy block. We call it enhanced
BPI. Table 2 and Figure 10 show the latency of the enhanced BPI. As shown in Table
2, the copy overhead of the enhanced BPI takes much less than BPI. This is because
the enhanced BPI copies the data only to the processor’s internal cache.
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Table 2. Per-byte overhead of BPI and enhanced BPI
BPI

Enhanced BPI

Data Size

Copy

EBUS-LBUS DMA

Copy

EBUS-LBUS DMA

32
64
128
256
512
1,024
2,048
4,096
8,192

2.3
3.9
6.7
12.6
24.2
48.1
96.0
191.7
384.7

14.6
15.0
16.8
17.3
19.4
24.1
36.6
71.6
131.5

1.8
2.0
2.1
3.2
4.4
6.7
12.7
23.0
48.1

14.8
15.1
17.0
17.6
22.3
30.5
57.0
100.8
192.8

In contrast, the EBUS-LBUS DMA overhead of the enhanced BPI is slightly
larger than that of BPI as shown in Table 2. The difference of the EBUS-LBUS
DMA overhead is caused by the write-back cache policy for the cache consistency.
There is no implicit write-back overhead when BPI is used because the copy block is
uncached. However, in the case of the enhanced BPI, implicit write-back occurs by
the snoop protocol when hostTx tries to EBUS-LBUS DMA the data into the NIC
memory because the data have been cached during the copy operation. Therefore,
the DMA overhead of enhanced BPI is a little larger than that of BPI.

5. Three factors: DMA overhead, copy operation, and buffer cacheability
This section evaluates three important factors of network performance, which are
elucidated through our ﬁrmware-level measurements.

5.1.

DMA overhead of NIC

Since NIC has its own processor and memory, it runs in parallel with the host. It
means that, if the latency of the host side is ideally overlapped with NIC’s latency,
there are three possible cases depending on the length of the host side and NIC side
latency, shown as follows and in Figure 11.
Case (a): the latencies of the host and hostTx are the exactly same (Figure 11(a)).
Case (b): the latency of host side is larger than that of hostTx (Figure 11(b)).
Case (c): the latency of host side is smaller than that of hostTx (Figure 11(c)).
A horizontal bar of Figure 11 represents the total latency for a request (until the
request is sent). Note that the hostTx and netTx latencies can overlap because the
Myrinet NIC provides multiple DMA engines, which is indispensable to NIC for
achieving the full physical network bandwidth [23]. In addition, the latency of netTx
is smaller than that of hostTx, so that the latency of netTx is hidden by that of
hostTx. Therefore, the latencies of the host and hostTx are important.
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Figure 10. Latency of each side sending an enhanced BPI packet.

Therefore, the throughput is determined by the dominant latency (i.e., latency3) as
follows:
Throughput ¼ lim

n!?

data size ? n
2
P
latency3 ? n þ latencyi
i¼1

for latencyi ; i ¼ 1; 2; 3; s:t: latencyj > latencyk ;
data size
¼
latency3

j>k

where n is the number of packets sent. In other words, in case (c), the throughput is
determined by the hostTx latency, which implies the NIC side is a bottleneck. The
opposite is true for case (b).

Figure 11. Latency overlapping.
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Figure 12. Latency of dominant side.

Figure 12 is the graph that shows the dominant latency of four protocols. Table 3
details which case each protocol belongs to. For example, the latency of
Asynchronous UDP is dominated by the NIC side when the data size is bigger
than 3 KB. For data smaller than 3 KB, it is dominated by the host side.
There are two interesting ﬁndings in Figure 12. One is that, except BPI, the
latencies converge as the data size gets bigger. Surprisingly, this means that UDP has
a similar throughput to the enhanced BPI by the equation described although the
enhanced BPI is much lighter than UDP. The reason is that the latency of NIC
dominates. In other words, regardless of how fast the host pumps the data out, NIC
becomes a bottleneck, which is due to the per-byte overhead of hostTx—that is,
EBUS-LBUS DMA overhead.
The second ﬁnding is that the latency of the enhanced BPI is dominated by the
NIC side for most data sizes. Note that the user-level protocols such as BPI have
very low overhead in the host side in comparison with UDP and Asynchronous
UDP, but the throughput is limited by NIC.
Another issue is the time interval to detect the requests from the host, which is
shown in Figure 11(c) as a bi-directional arrow. We observe that it takes at least 4 ms
to detect a request from the host side. This interval continuously increases because
the NIC side latency takes longer than the host. This can cause the send queue to
overﬂow because the host sends the data more frequently than the capability of NIC.
From Figure 12 and Table 3, it is quite clear that the DMA performance is critical
Table 3.

State of each protocol with data size

Case

UDP

Asynchronous UDP

BPI

Enhanced BPI

(b)
(c)

< ¼ 5 KB
> 5 KB

< ¼ 3 KB
> 3 KB

> 128 B
< ¼ 128 B

> 64 B
< ¼ 64 B
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to reduce the overall latency and achieve a high throughput. A lesson is that the
DMA engine of NIC and chipset of I/O bus have to be carefully designed for gigabit
networks.

5.2.

Copy operation of user-level protocols

Many user-level protocols are designed for high-speed networks [7, 14–21]. They
remove the kernel from the communication path. However, by this reason, some of
them should copy the network data to a DMA’able area [7, 14]. As described in
Section 2, BPI copies data to the copy block. On the other hand, although
Asynchronous UDP is a kernel-level protocol, it does not copy the network data at
all.
Then, the question is which one is more efﬁcient. Figure 13 shows the overall
latency of UDP, Asynchronous UDP, and enhanced BPI. As expected, the enhanced
BPI shows a smaller latency than the others. However, we noticed that the slope of
enhanced BPI is steeper than that of Asynchronous UDP. Therefore, we
experimented with a different processor to see the impact of the copy overhead
since Asynchronous UDP has no copy overhead.
For example, Figure 14 shows the measurement results that are performed on a
workstation equipped with an Intel 120 MHz Pentium processor. On this system, the
copy operation is 3 times more expensive than on an Intel 180 MHz Pentium Pro
processor. We can see that, in Figure 14, the latency of the enhanced BPI and that of
Asynchronous UDP are crossed at the large data size (about 6 KB), and
Asynchronous UDP shows better latency after the crossover.
It is generally believed that the user-level protocols have far smaller latency, but
our evaluation shows that a user-level protocol can be heavier than an optimized
kernel-level protocol. This unbelievable result says to us that the per-byte overhead,

Figure 13. Overall latency on an Intel 180 MHz Pentium Pro processor.
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Figure 14. Overall latency on an Intel 120 MHz Pentium processor.

especially the copy overhead, is a very important factor to user-level protocols.
Therefore, the user-level protocols should consider not only kernel bypassing but
also copy avoidance like VIA [18].

5.3.

Cacheability of network buffer

Finally, we verify the effect of the buffer cacheability. Figure 15 shows the overall
latencies of BPI and enhanced BPI. Compared to BPI, the enhanced BPI is faster by
40%. The heavy latency of BPI, which is lager than that of UDP for larger data than

Figure 15.

Overall latency of BPI and enhanced BPI.
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Figure 16. Comparison of copy overhead.

3 KB, is due to the uncached copy block. This is the main reason why the dominant
latency of BPI is in the host side in Figure 12 and Table 3.
In the initialization of BPI, it allocates a memory area of the kernel space for the
copy block and mmaps this area into the user space so that an application can
directly access the copy block. When the copy block is mapped, BPI sets the PCD
(Page-level Cache Disable) ﬂag [26] of the page-table that maps the copy block. It
means that the copy block of BPI is uncached because the PCD ﬂag of the page-table
entry controls the cacheability of individual pages in Intel Pentium Pro processor.
Therefore, the copy from user buffer to the copy block is memory (or cache) to
memory copy.
The enhanced BPI, however, uses the cacheable copy block. In this case, the copy
from user buffer to the copy block is from memory (or cache) to cache. This leads to
a 1/8 cheaper copy overhead than using the uncached copy block as in Figure 16.
This means that the network buffer concerned with copy operation should be a
cacheable memory area because an uncached memory area causes a large copy
overhead. The current Myrinet Software version reﬂects the idea we found.

6. Conclusions
This paper presents a ﬁrmware-level latency analyses of a gigabit network. A
contribution of this paper is that our latency analyses covers the NIC side as well as
the host side, which is more thorough than the existing analysis based on the device
driver level. We believe that an analysis without ﬁrmware taken into account gives
only partial evaluation of gigabit networks.
Through the ﬁrmware-level measurements, we identify that the performance of
DMA between the host and NIC memories is a limiting factor of reducing the
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latency. A surprising result is that UDP and the enhanced BPI have a similar
throughput on sender when the latencies are fully overlapping because NIC is the
bottleneck. In theory, the enhanced BPI should be much lighter than UDP. This
result implies something that has to be considered in designing I/O bus systems for
gigabit networks.
Another ﬁnding is that the copy overhead is critical to the effectiveness of userlevel protocols. The per-byte overhead such as copy overhead increases in
proportion to the data size. Therefore, for large data sizes, even the user-level
protocol can be heavier than an optimized kernel-level protocol, such as
Asynchronous UDP. As a result, the user-level protocols have to avoid copying
the data.
Finally, the overhead of copying uncached buffers offsets the advantage of userlevel protocols. If the user-level protocol has to perform the copy operation, the
buffer concerned with the copy operation should be a cacheable memory area.
Otherwise, the uncached buffer induces the memory (or cache) to memory copy,
which is a greatly expensive operation.
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