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Asynchronous UDP
Chuck YOO† , Regular Member, Hyun-Wook JIN† , and Soon-Cheol KWON†† , Nonmembers

SUMMARY Network bandwidth has rapidly increased, and
high-speed networks have come into wide use, but overheads in
legacy network protocols prevent the bandwidth of networks from
being fully utilized. Even UDP, which is far lighter than TCP,
has been a bottleneck on high-speed networks due to its overhead. This overhead mainly occurs from per-byte overhead such
as data copy and checksum. Previous works have tried to minimize the per-byte overhead but are not easily applicable because
of their constraints. The goal of this paper is to investigate how
to fully utilize the bandwidth of high-speed networks. We focus
on eliminating data copy because other major per-byte overhead,
such as checksum, can be minimized through hardware. This
paper introduces a new concept called Asynchronous UDP and
shows that it eliminates data copy completely. We implement
Asynchronous UDP on Linux with ATM and present the experiment results. The experiments show that Asynchronous UDP
is much faster than the existing highly optimized UDP by 133%
over ATM. In addition to the performance improvement, additional advantages of Asynchronous UDP include: (1) It does not
have constraints that previous attempts had, such as copy-onwrite and page-alignment; (2) It uses much less CPU cycles (up
to 1/3) so that the resources are available for more connections
and/or other useful computations; (3) It gives more ﬂexibility
and parallelism to applications because applications do not have
to wait for the completion of network I/O but can decide when
to check the completion.
key words: asynchronous UDP, UDP, zero-copy, ATM, highspeed network

1.

Introduction

High-speed networks such as ATM (Asynchronous
Transfer Mode) and gigabit LAN have appeared with
the progress of network technology, and the rapid increase of data size, mainly due to the volume of multimedia data, makes high-speed networks indispensable
for many applications. Many people have tried to integrate legacy network protocols, such as TCP/IP, into
high-speed networks. However, they soon realized that
the increased throughput was not as high as expected,
because the processing cost of legacy network protocols is still too high to fully utilize high-speed network
bandwidth [1]–[3]. As legacy network protocols are the
foundation of the Internet and its applications, it is
very important to reﬁne legacy protocols for high-speed
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networks as well as to develop new protocols for new
networks.
The main goal of this paper is to investigate how
to fully utilize the bandwidth of high-speed networks
using legacy protocols, and we choose UDP for the following reasons. First, it is much simpler and more efﬁcient than TCP so that it is a convenient vehicle for
our purpose. Second, recent advances in network link
technology, such as optical ﬁber cable, makes packet
loss very unlikely so that UDP is gaining higher popularity than ever before. Third, multimedia protocols,
like RTP (Real-time Transport Protocol), are based on
UDP because in most cases recovering from lost packets (e.g. lost audio packet) does not help improve the
quality of multimedia.
Although UDP is very light and lean, its overhead can accumulate to become a bottleneck for highspeed networks. To be concrete, overheads of legacy
protocols including UDP are classiﬁed into two categories: per-packet overhead and per-byte overhead [4],
[5]. Per-packet overhead is the cost required to generate
each packet. For example, it contains the cost to build
packet headers and increases in proportion to the number of packets rather than the length of each packet.
Per-packet overhead can be reduced by larger MTU.
On the contrary, per-byte overhead increases in proportion to the length of data contained in each packet.
Several studies [6]–[8] show that per-byte overhead is
more important than per-packet overhead because perpacket overhead is rather constant and packet size tends
to become large in order to achieve better network utilization.
Two major components of per-byte overhead are
data copy and checksum calculation. The latest trend is
to use hardware to speed up the checksum calculation,
and many network interfaces already have such hardware. Now data copy remains the single most expensive
operation in per-byte overhead. Therefore, eliminating
data copy is crucial in achieving full utilization of highspeed network.
We propose a new concept called Asynchronous
UDP that eliminates data copy in UDP. To embody and
evaluate the proposed concept, we implement Asynchronous UDP on protocol stacks in Linux and experiment its performance over ATM. We compare Asynchronous UDP with traditional UDP to show the difference in mechanism and performance improvements
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in network utilization. We also discuss the advantages
of Asynchronous UDP over previous attempts.
This paper is organized as follows. Section 2 explains the mechanism of traditional UDP and its overhead. Section 3 surveys previous attempts to avoid
the overhead. In Sect. 4, we introduce Asynchronous
UDP and describe its mechanism. Section 5 details the
design and implementation of Asynchronous UDP on
Linux, and the results are shown in Sect. 6. Section 7
analyzes Asynchronous UDP in comparison with previous solutions. Section 8 concludes the paper.
2.

Background

2.1 Mechanism of Traditional Send/Receive
Basically, the operating system on a host provides the
means for applications to send and receive data through
networks, like the send()/recv() system call. Protocols, including UDP, accomplish send()recv() in
the following way. Applications issue send() for sending data and assume that the data is sent successfully
whenever send() returns. But in reality, it cannot always be assumed for various reasons. One reason is:
when data is about to be placed in a network buﬀer in
the end in order to be sent, the network buﬀer may not
be available due to its limited size. Since it is not desirable for the application issued send() to be blocked
until the network buﬀer is ﬁnally available, the kernel
copies the target data in the user buﬀer into a buﬀer
1 ). Then, the kernel
allocated in the kernel area (Fig. 1
ﬁnishes the system call by returning to the application
2 ). Therefore, the kernel cannot guarantee that
(Fig. 1
the data is actually sent upon the return of the system
call. When network buﬀer becomes available, the kernel
takes the data out and copies it into the network buﬀer
4 ). From the
3 ,
and sets the kernel buﬀer free (Figs. 1
application’s view, the successful return from send()
system call means that the user buﬀer containing the
data can be released or modiﬁed without any problem
because the application can assume that data has been
already sent out.

On the other hand, data received by the network
interface is primarily stored in the network buﬀer. Due
to the possibility of successive reception of new data
and the limited size of the network buﬀer, the network
interface informs the kernel via interrupt that data has
been received, and the kernel immediately allocates the
kernel buﬀer to save the data and releases the network
7 ). Since applications
buﬀer as soon as possible (Fig. 1
do not know when the data will arrive, the time when
6 ) can be either
the application issues recv() (Fig. 1
before the data is actually received or after the incoming data is already kept in kernel buﬀer. In the case
that the data is already received, recv() copies the received data from the kernel buﬀer to the user buﬀer
8 ).
and returns to the application immediately (Fig. 1
But in the other case, recv() system call should sleep
until the data actually arrives. When the data actually
arrives, after copying the data to the kernel buﬀer and
to the user buﬀer, the kernel wakes up the application
and recv() ﬁnally returns to the application. Like the
send side, the data copy between the kernel and the
user buﬀer is a well-known protocol bottleneck inside
the kernel.
2.2 Data Copy
The kernel buﬀer plays the role of safe area between
the network buﬀer and the user buﬀer: preventing data
from being lost or overﬂowed for recv(), and allowing
the user buﬀer to be freed upon the return of send().
However, the kernel buﬀer makes data copy between
buﬀers inevitable: between the user buﬀer and the kernel buﬀer and between kernel buﬀer and network buﬀer.
Data copy has become a primary source of the perbyte overhead. In order to reduce this overhead, recent network interfaces have adopted the DMA (Direct
Memory Access) technique, which enables data to be
copied without intervention of the CPU. But DMA can
work only between the network interface and the kernel buﬀer. Data copy between the kernel buﬀer and
the user buﬀer still depends on CPU, and this copy occupies 30% of the total packet processing cost in 8 kB
UDP packets [4]. For this reason, the data copy performed by kernel internal layers has been identiﬁed as
one of major bottlenecks in high-speed networking.
3.

Fig. 1

Mechanism of traditional send/receive.

Related Works

The eﬀorts to reduce data copy overhead can be classiﬁed largely into two categories: hardware and software solutions. Hardware solutions need assistance
from some kind of network interface hardware. Afterburner [9], for instance, is a specially designed network interface that has the ability to process protocols.
It contains a large size of network buﬀer within itself,
enabling a host to copy the user buﬀer directly into
the network buﬀer without going through kernel buﬀer.
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This solution achieved very high performance improvement (about 49%). However, as the hardware has to
be properly programmed for individual protocols to be
used, its utility is constrained.
Page remapping [10] is one of the software solutions. The main idea is that, instead of copying data,
the kernel remaps the user buﬀer’s physical memory
pages into the kernel buﬀer’s virtual pages where data
would otherwise be copied. As a result, one physical
page is mapped to two (or more) virtual memory pages
for the user and kernel buﬀers. Just remapping the
virtual page is far more handy and simpler than expensive data copy. But a constraint of this technique is the
possibility of copy-on-write. If an application tries to
change the contents of user buﬀer upon the return of
send(), the kernel has to allocate new physical pages
and copy the contents of the user buﬀer to the newly allocated page so as to preserve the contents. This copyon-write has as much (or more) cost as data copy in the
traditional mechanism. When copy-on-write occurs frequently, the merit of page remapping disappears. An
additional constraint is that the user buﬀer should be
aligned in the page boundary.
Another similar work is mmbuf (multimedia
buﬀer) [11] of the MARS Project. The main idea of
mmbuf is based on mbuf of 4.3BSD. It is designed to
read ﬁles from the disk and send them directly without
going through the user buﬀer, and data is copied to
mmbuf only once. It is highly eﬀective in the case of
transferring raw ﬁles in Web servers, FTP, and NFS.
Copy emulation [12] is more advanced and effective than the above solutions. It is similar to page
remapping but proposes a new network sub-layer that
is transparent to the upper protocol layer. It does not
require that the user buﬀer has to be page-aligned.
However, copy-on-write may still occur, and its design
highly depends on virtual memory systems.
There are researches focused on performance enhancement of UDP itself. Among these works, research
by Craig Partridge and Stephen Pink is very notable
[5]. Copying data and calculating checksum require two
separate loops of reading memory of the data size. By
merging these two loops into one, memory is read once
and per-byte overhead is signiﬁcantly reduced. Their
method attempts to eliminate costs for checksum calculation while preserving the traditional mechanism of
using kernel buﬀer. This optimization is already included in Linux, which is the basis of our implementation in this paper.
4.

By synchronous mechanism, we mean that the application can assume that data have been sent/received
when send()/recv() returns. This characteristic is
very convenient for applications because it does not
need to check many details such as whether network
interface is available for communication. But it is the
source of overhead leading to redundant data copy.
This paper introduces a new concept that changes
the synchronous mechanism and shows how it can
eliminate data copy by completely bypassing the kernel buﬀer. We call it Asynchronous UDP. The key
idea of Asynchronous UDP is not to assume that the
data in the user buﬀer is actually sent/received when
send()/recv() returns.
4.1 Send in Asynchronous UDP
In Asynchronous UDP, even if send() returns, the user
buﬀer is still unsafe. The steps of sending data are as
follows:

1 Upon send(), the kernel builds a packet header,
records the location of the user buﬀer, and returns immediately to the application without copying data into kernel buﬀer.

2 When network interface is ready for transmission,
the data is copied directly from the user buﬀer into
the network buﬀer (Fig. 2).

3 The kernel sets a ﬂag when the data in the user
buﬀer is actually sent out.
Note that send() in Asynchronous UDP keeps the
address of the user buﬀer instead of data copy. The
application should protect the data in the user buﬀer
until step (3) is done. Then the question is how the
application comes to know when the user buﬀer can be
freed.
There are two methods that the application can
do. One method is to receive a signal from the kernel. However, current signal semantics has no way to
identify which user buﬀer is relevant to the signal. The
other method is to poll the status of the ﬂag in step
(3) above—the application checks the kernel to deter-

Overview of Asynchronous UDP

As we pointed out earlier, data copy overhead
mainly occurs because the kernel buﬀer always participates in sending or receiving data. The necessity of kernel buﬀers exists because the traditional
send()/recv() requires a “synchronous” mechanism.

Fig. 2 Comparison of send mechanism between traditional
UDP and Asynchronous UDP.
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Fig. 3

Example of Asynchronous UDP send.

naling or polling can be used.
If Fig. 4(b) happens, i.e. data arrives before
recv(), the data has to be copied to the kernel buﬀer
because there is no user buﬀer available. When recv()
is called, the data in the kernel buﬀer is copied to the
user buﬀer. Asynchronous UDP does not kick in with
Fig. 4(b) because the kernel needs to save the data.
4.3 Comparison with Traditional UDP

Fig. 4

Two possible cases for recv().

mine whether the data in the user buﬀer has been sent.
Polling seems to be a dully way, but it gives the application an explicit way to check the status at its convenience.
Figure 3 illustrates a simple (although not efﬁcient) example code of the polling method, where
fillbuffer()is a function that ﬁlls the user buﬀer with
data, the UDP ASYNC ﬂag indicates that the data should
be sent with Asynchronous UDP, and udpwait() is a
new system call for polling.
4.2 Receive in Asynchronous UDP
The receive side of Asynchronous UDP is a little more
complicated than the send side. The time when the application requests recv() can be either before or after
data arrives (see Figs. 4(a) and (b)).
In Fig. 4(a), the traditional recv() should sleep
because it cannot proceed any further. When the anticipated data ﬁnally arrives, the traditional UDP copies
the data to the kernel buﬀer and invokes the suspended
recv() to copy the data in the kernel buﬀer into the
user buﬀer.
Asynchronous UDP has a diﬀerence: recv() never
sleeps. More detail steps of recv() are as follows:

1 Upon recv(), the kernel records the location of user
buﬀer and returns immediately. Since recv() does
not sleep, the application can continue to do other
computation until data arrives.

2 When data arrives, kernel ﬁrst ﬁnds the corresponding user buﬀer.

3 The data is copied directly to that user buﬀer, without going through kernel buﬀer.

4 Kernel sets a ﬂag when the user buﬀer is ﬁlled.
For the application to determine when the user
buﬀer is ﬁlled by recv(), similar methods such as sig-

In addition to the elimination of data copy, Asynchronous UDP has other advantages over the traditional UDP. First, Asynchronous UDP allows user code
to express parallelism of computation and communication. Since Asynchronous UDP returns without waiting
for the completion of network I/O—especially recv(),
the application can do computation while the network
I/O is in progress. This characteristic makes Asynchronous UDP suitable for user-level thread packages
without the kernel thread because all the user-level
threads have to stop if one of them issues a blocking I/O
[13], [14]. Second, Asynchronous UDP gives more ﬂexibility to applications. After issuing Asynchronous UDP
calls, an application can check the completion when it
is convenient. The application does not have to pay
attention to when the network I/O is done.
A possible confusion is that Asynchronous UDP
seems very similar to non-blocking I/O in the traditional UDP. But the non-blocking I/O attempts to initiate I/O and if the network interface is not ready,
it immediately returns with a failure code. Application should retry again later. On the contrary, Asynchronous UDP does not forget the request so that application needs not to retry even though the network
interface is not available.
5.

Implementation of Asynchronous UDP

5.1 Environment
Although Asynchronous UDP proposed in this paper
is independent of physical network interfaces and protocols, the idea is currently embodied in the following
conﬁguration for the implementation purpose.
• Linux kernel source version 2.0.27
• ATM on Linux release 0.28 (pre-alpha)
• ENI ATM driver for Eﬃcient Networks ATM adapter
ATM on Linux is a software package that provides
the features of ATM on Linux [15]. Because the basic
unit of ATM is a cell that is far smaller than typical ‘packets’ and because cell-level fragmentation is not
suitable for high-speed communication, the package includes AAL (ATM Adaptation Layer) for splitting data
into cells very eﬃciently [16]. Also, because ATM is
connection-oriented, it also converts IP addresses to
ATM internal addresses and virtual channel numbers
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Fig. 5

Network layers of ATM on Linux.

and vice-versa.
Figure 5 shows the overall layers of ATM on Linux
[15]. ATM on Linux provides several socket interfaces
for programmability (e.g. SVC and PVC). Our implementation uses the INET interface because it is the
most popular.
When an application sends an UDP packet, the
IP over ATM (Classical IP) layer on Linux handles the
packet, determines which AAL it needs to go through,
and forwards it to the ATM device driver. The ATM
device driver delivers the packet into the network interface’s buﬀer, and ﬁnally the network interface sends
the contents of the buﬀer via a physical medium.
When the network interface receives cells or AAL
packets composed of cells, it saves them in the network interface and invokes an interrupt immediately.
The interrupt handler allocates the kernel buﬀer and
copies packets there. Then the kernel dispatches each
packet to the corresponding protocol layer according
to its header. Each protocol maintains private queues
for received packets, and if the user application already
issued recv(), the packet is immediately delivered to
the user buﬀer, which the application allocated. Otherwise, packets should wait in the queue until they are
taken out.
We turned oﬀ the checksum computation because
the ATM adapters in the experiment are connected by
optical ﬁber so that the link does not generate an error.
Therefore, both traditional UDP and Asynchronous
UDP did not perform the checksum computation in the
experiment.
5.2 Asynchronous Send
Figure 6 shows the main diﬀerence of the send procedure between the traditional UDP (Fig. 6(a)) and Asynchronous UDP (Fig. 6(b)). Asynchronous UDP just
keeps the pointer of the user buﬀer (labeled data pointer
in Fig. 6(b)), without copying data to the kernel buﬀer.
A real data transfer toward the network buﬀer is performed by DMA using the data pointer when network

Fig. 6

send() of traditional UDP and Asynchronous UDP.

interface is ready to send data. As a result, Asynchronous UDP eliminates data copy from user buﬀer
to kernel buﬀer. In addition, Asynchronous UDP has
other advantages. First, kernel buﬀers do not need to
be allocated for data so that less memory is required to
send data. Second, because CPU is not involved (for
data copy), the number of CPU cycles is reduced in
the send procedure. Applications can send more UDP
data and/or do something else while data is being sent
because DMA runs in parallel with CPU.
5.3 Asynchronous Receive
Asynchronous UDP acts diﬀerently depending on when
packets arrive. In order to distinguish between the two
cases mentioned in Sect. 4.2, the interrupt handler ﬁrst
examines the packet header and checks whether it is
an UDP packet. Then it reads which UDP port would
accept this packet and checks whether there is any application issued a recv() for that UDP packet. In order for the interrupt handler to ﬁnd the appropriate
application and user buﬀer, we add a new internal data
structure that records all information about the user
buﬀer (named async recv descriptor in Fig. 7(b)) for
each recv(). This data structure contains several ﬁelds
such as a data pointer for the user buﬀer and a process
identiﬁcation that the user buﬀer belongs to. The interrupt handler searches this data structure to determine
which application issued recv() and where data should
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Table 2

Fig. 7

recv() of traditional UDP and Asynchronous UDP.

be copied. If the interrupt handler succeeds in ﬁnding
the corresponding user buﬀer, it moves the packet from
the network buﬀer directly to the user buﬀer via DMA
as Fig. 7(b) shows. This procedure eliminates data copy
involving CPU and merely keeps the header of the received packet in the kernel buﬀer. Thus Asynchronous
UDP recv() requires a much smaller size of kernel
buﬀer per packet. But if the interrupt handler fails
to ﬁnd the corresponding user buﬀer, it means that the
application has not issued recv() and Asynchronous
UDP acts exactly the same as the traditional UDP,
allocating kernel buﬀer and copying data there. This
prevents data from being lost and enables the network
interface to be ready for incoming packets.
When a host has many network-active applications, it may be time-consuming to search async recv
descriptor for each packet. Since the search is done inside the interrupt handler, it should be done as quickly
as possible. Thus, we use a hash table to manage async
recv descriptor eﬃciently.
6.

Performance Evaluation

To evaluate the performance of Asynchronous UDP, we
use three cases of machine conﬁgurations. Because the
data copy is aﬀected by the CPU speed, each case has
diﬀerent speeds for the sender and receiver, as seen in
Table 1.
The performance is measured using ttcp, which is

Machine conﬁgurations.

Sender and receiver of each experiment.

a well-known benchmark program. Because ttcp does
not have options for Asynchronous UDP, we modiﬁed
it to support Asynchronous UDP. We measured how
much time it would take to transfer packets from sender
to receiver, varying the data size from 32 B to 8 kB.
The throughput is measured in three diﬀerent types of
experiments for each case as in Table 2. Experiment A
is the basis for performance comparison.
The throughput in the experiments is measured
with pure data, excluding ATM cell header, header
for AAL, and header for UDP/IP. Therefore, we compute the ATM physical data bandwidth excluding
header overhead as follows. Although the theoretical
throughput of ATM is 155 Mbps, each cell has a 5 B
header. Therefore, the practical maximum throughput of ATM is 155 * (48/53) = 140 Mbps. For 8 kB
data, 8192/48 = 171 cells should be transferred. The
overhead of AAL5 is an 8 B header and an 8 B trailer
for each packet, and the size of UDP/IP header is
28 B. To transfer an 8 kB UDP packet through ATM,
(8192 + 8 + 8 + 28)/48 = 172 cells should be transferred. This means that, when transferring an 8 kB
UDP packet, the physical data bandwidth is 140 *
(171/172) = 139 Mbps.
Another performance measure we used is the number of blocking recv() in Experiments A and B. It is
to see how many times the receiver sleeps.
For the performance measurements, Eﬃcient Network’s ENI-155p-MF-C ATM adapters are installed in
both sender and receiver, and they are connected directly with optical-ﬁber cable (called back-to-back connection) in order to exclude the eﬀect of ATM switches.
Figure 8 and Table 3 show the experiment results
of Case 1. The ﬁrst noticeable result is that the results
of Experiment C are far better than Experiments A
and B over the wide range of data sizes. The greatest
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Fig. 8
1.

Table 3
Case 1.

Comparison between Experiments A, B, and C in Case

Fig. 9
2.

Comparison between Experiments A, B, and C in Case

Improvement rate of Experiments B and C over A in

improvement over traditional UDP (Experiment A) is
133% at 128 B and 256 B, and the other numbers in Table 3 are also very respectable because Linux used in the
measurements employs a highly optimized UDP. The
peak throughput is 132 Mbps at 3 kB. Furthermore, in
terms of bandwidth utilization, Experiment C reaches
the physical data bandwidth very quickly even at small
data sizes. 98% of ATM’s physical data bandwidth is
utilized at 512 B, and a similar utilization is maintained
for larger data sizes. This implies that the per-packet
overhead is negligible at data sizes larger than 512 B because Experiment C achieves full bandwidth utilization.
On the other hand, the throughput of Experiments A
and B increases quite slowly.
Another advantage of Asynchronous UDP we
found is low CPU consumption. The receiver of Experiment C requires only 1/3 of the CPU cycles compared
with Experiments A and B. Therefore, even lower CPU
machines (120 MHz) can achieve full utilization of ATM
physical bandwidth.
Experiments A and B have almost the same
throughput. The blocking count shows that the receiver
of both Experiments A and B does not sleep, and this

Table 4
Case 2.

Improvement rate of Experiments B and C over A in

means that the receiver is the bottleneck. This explains
why Experiments A and B have the same performance.
The experimental results of Case 2 are summarized in Fig. 9 and Table 4. Although Experiment C
shows a 40% improvement over A and B with small data
sizes, as shown in the inset graph of Fig. 9, basically all
three types of experiments show similar throughputs.
Through investigating the root cause, we realized that
the physical data bandwidth of ATM has been reached
in all three experiments. To see the diﬀerence, we run
Experiments A, B, C with Myrinet [17] in the same
conﬁguration. Myrinet is a quite popular LAN technology that provides 1.2 Gbps in one direction. Figure 10
shows the results. It proves that the results of Fig. 9 are
due to the lack of bandwidth, and when a faster network is used, Experiment C with Asynchronous UDP
is much better than A and B. Its throughput increases
continuously with data size, and the improvement ratio
is 51% at 8 kB.
Figure 11 and Table 5 show the results of Case 3,
which present that Experiment C is better than Experiment A up to 3 kB, and the improvement ratio is 36%
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We also found that the receivers of Experiments
A and B block 100%, but the receiver of Experiment
B sleeps for a shorter time than that of Experiment
A. This means that a sender using Asynchronous UDP
sends data faster, which leads to improvement of the
throughput by 16% at 1 kB.
7.

Fig. 10

Throughput comparison of Case 2 over Myrinet.

Fig. 11
3.

Comparison between Experiments A, B, and C in Case

Table 5
Case 3.

Improvement rate of Experiments B and C over A in

In addition to performance advantages, Asynchronous
UDP has other advantages compared to the others.
First, it is a pure software solution contrary to Afterburner. Second, copy-on-write does not occur, and
buﬀers in Asynchronous UDP need not to be aligned
by page as opposed to page remapping.
Copy Emulation is very similar to Asynchronous
UDP, especially where it keeps the pointer of buﬀers to
avoid data copy and that it does fragmentation and
header building based on this pointer. It tries to remove overheads while preserving the semantics of traditional send/receive and provides good transparency
for higher level protocols. But the possibility of copyon-write still remains, and it is questionable that it
is suitable for high speed networks because it makes
network layers complicated. Copy Emulation is also
highly dependent on virtual memory systems. In comparison, Asynchronous UDP adds a new path without
disturbing the network layer and device driver so that
the implementation is clean and modular. Also, it does
not depend on virtual memory systems at all. Thus,
Asynchronous UDP has better architecture than copy
emulation.
The study by Craig Partridge and Stephen Pink
shows a high performance increase by merging the loop
for data copy and checksum calculation. Linux kernel 2.0.27, the base of our implementation in this paper, already includes this technique. Therefore, Asynchronous UDP achieves an even greater performance
boost on top of their optimization.
8.

at 1 kB. For larger data sizes, the throughput is not distinguishable. The reason is again the full utilization of
the physical data bandwidth as observed in Case 2. We
refer readers to [18] for proof that Asynchronous UDP
can achieve a higher throughput with Myrinet in Case
3.

Comparison

Conclusions

This paper focuses on how to utilize the full bandwidth
of high-speed networks. Our approach is to minimize
the per-byte overhead by eliminating data copy in the
protocol layers. We have proposed Asynchronous UDP
and implemented it on Linux over ATM. While the data
in the traditional UDP is copied through the network,
kernel, and user buﬀers, Asynchronous UDP bypasses
the kernel buﬀer and transfers the data directly between
the network buﬀer and user buﬀer without any data
copy. Through extensive experiments, we show that
Asynchronous UDP not only utilizes 98% of ATM’s
bandwidth but also can achieve even higher throughput
with faster networks such as Myrinet. Compared with
traditional UDP, Asynchronous UDP is faster by 133%.
This performance improvement is very notable because
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the Linux networking code used in the experiments already contains many performance optimizations.
In addition to the performance improvement,
Asynchronous UDP has other advantages. First, it
uses only 1/3 of the CPU cycles of traditional UDP.
This makes CPU available for more network connections and/or other useful computations. Second, it
allows more ﬂexibility and parallelism in applications.
This is possible because an application does not have
to wait for the completion of network I/O but chooses
when to check the completion. Third, it is a software
solution that does not require special hardware support, and it can be easily applied to existing applications because it can be integrated with existing socket
API. Finally, it does not have constraints such as pagealignment or copy-on-write. Based on these characteristics, we believe that Asynchronous UDP is a viable
communication primitive based on the legacy protocol
for high-speed networks.
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