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Abstract
This paper proposes a self-prevention mechanism that architecturally prevents the socket buﬀer in the networking system from overﬂowing. By ‘‘self-prevention’’, we mean that the kernel takes certain actions in advance before the kernel gets
into an undesirable state, such as thrashing. The shortage of any resource in the kernel may bring the kernel to an undesirable state, and socket buﬀer overﬂow is a clear example. First, we explain the reason why socket buﬀer problem occurs
and analyze the impact of each cause through regression analysis. Then, we show how our self-prevention mechanism can
minimize the socket buﬀer problem through simulation, followed by implementation in the Linux kernel.
Ó 2006 Elsevier B.V. All rights reserved.
Keywords: Kernel networking; Socket buﬀer overﬂow; Autonomic computing; Proactive resource management

1. Introduction
A good case to demonstrate the need of self-prevention is kernel networking. The states of resources
in the kernel networking system change rapidly
because packet arrival is generally unpredictable.
The socket buﬀer [5] is one such dynamic resource
in the networking system, and socket buﬀer overﬂow can occur when the processing speed of the kernel is slower than packet arrival speed. If the socket
buﬀer overﬂows, applications cannot serve users’
requests even though the transport layer protocol
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guarantees reliable communication. This is obviously an undesirable state of the kernel.
There are two causes of socket buﬀer overﬂow.
The ﬁrst is when packets arrive extremely fast. In
high speed networks [7], the packet arrival interval
is usually very short. Packet arrivals generate interrupts, and during interrupt handling, user processes
cannot obtain data from the socket buﬀer (such
behavior is observed regardless of whether the kernel
is preemptive or non-preemptive [2]). Second, socket
buﬀer overﬂow takes place when the packet processing time is too long. Thick protocol stacks increase
packet handling time so that user processes have less
opportunity to execute the recv( ) system call.
Long packet handling has not been considered a problem until recently; new communication

1389-1286/$ - see front matter Ó 2006 Elsevier B.V. All rights reserved.
doi:10.1016/j.comnet.2006.10.001

J.-H. Choi et al. / Computer Networks 51 (2007) 1942–1954

1943

platforms such as software radios [1] are making
packet handling time a new problem.
The root of the socket buﬀer overﬂow problem
lies in the fact that the size of the socket buﬀer is
determined by heuristics when the kernel bootstraps. An intuitive solution is to adjust buﬀer size
by monitoring kernel behavior. However, dynamically adjusting socket buﬀer is a very expensive
operation. In addition, choosing the time in which
an adjustment is made is a diﬃcult task. Note that,
in this solution, the kernel performs actions after the
kernel begins to experience socket buﬀer overﬂow.
This paper presents a solution that consists of
monitoring kernel behavior and performing lightweight operations in advance. A key operation is to
force the kernel to empty the socket buﬀer while providing unchanged recv( ) semantics. We also provide
a method to determine the timing of the operation.
The eventual goal of this paper is to propose a
concept, called self-prevention, which can indeed
reduce or minimize the chances of the kernel getting
into an undesirable state. The socket buﬀer problem
chosen in this paper is an example of an undesirable
state. This paper focuses on analyzing and solving
the socket buﬀer overﬂow problem by forcing the
kernel to take action before resulting in socket buffer overﬂow. We name our solution packet push.
The rest of the paper is organized as follows.
Section 2 presents an overview of related work. In
Section 3, we present basic actions of the traditional
UNIX networking system. Section 4 introduces the
socket buﬀer overﬂow problem and its eﬀect. In Section 5, we elaborate on the analysis of the overﬂow
problem by modeling the UNIX networking system
and analyzing the results. Based on the analysis,
packet push is presented in Section 6. Section 7
shows the impact of packet push on system performance using simulation study. The implementation
architecture of our prototype on Linux and its performance analysis is demonstrated in Section 8.
Finally, we conclude this paper in Section 9.

In LRP, protocol processing for a packet does
not occur until the application requests the packet
in a recv( ) system call. Packet processing no longer
interrupts the running process at the time of packet
arrival, unless the receiver has higher scheduling priority than the currently executing process. This
avoids inappropriate context switches and increases
performance.
The Network Interface Card (NIC) demultiplexes incoming packets by destination socket and
places packets directly into a per-socket buﬀer. This
provides feedback to the NIC about a process’s ability to keep up with traﬃc arriving at a socket, when
combined with receiver protocol processing at user
process priority. Once the socket buﬀer ﬁlls up,
the NIC discards further packets destined for the
socket until applications process some of the queued
packets.
LRP alleviates the socket buﬀer problem and
shares the load, but it cannot completely remove
the overﬂow. This is because the kernel in LRP
attempts to solve the problem passively. A better
approach to remove the overﬂow, we think, is that
the kernel should attempt to prevent socket buﬀer
overﬂow more proactively.
Lazy processing has a problem when urgent data
is processed too slowly. For example, when realtime constraints [4] are required, packets should
usually be handled as soon as possible.
This processing makes time-processing tasks
in the protocol diﬃcult. For instance, Round
Trip Time (RTT) measurement in TCP [6] would
becomes untrust-worthy in LRP.
The proposed solution in this paper is more intuitive and eﬃcient for socket buﬀer management.
Our solution removes socket buﬀer overﬂow without any side eﬀects.

2. Related work

On the receiving side, network packet arrivals
generate interrupts. The interrupt handler is part
of the NIC device driver, and its main job is to
encapsulate arrived packets into the shape of network buﬀers and to put them in an IP queue, which
is located between the NIC and IP layer. Then,
through an interrupt, the handler notiﬁes the network protocol stack that there is a new packet in
the IP queue. The protocol code processes these
packets and puts them into the socket’s buﬀers.

This paper is not the ﬁrst to architecturally
address the socket buﬀer overﬂow problem. Druschel et al. [12] observes the overﬂow problem in
high speed networks and proposes an architecture
called Lazy Receiver Processing (LRP).
LRP uses two key techniques: lazy protocol processing at the priority level of the receiver and early
demultiplexing [13,14].

3. Traditional network architecture
3.1. Mechanism of traditional receive
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After the protocol stack ﬁnishes this processing,
data copy is performed from the kernel to user
address space when the kernel scheduler selects an
application with the recv( ) system call, and the
packet receiving process eventually completes.
3.2. Mechanism of traditional send
On the sending side, when an application
requests the kernel for data transmission by invoking the send( ) system call, the network protocol
stack performs transmission diﬀerently, depending
on the type of the transport layer protocol. That
is, if the transport layer protocol is UDP, the payload is wrapped into the network buﬀer and then
passed to the UDP/IP protocol code. When protocol processing is completed, the buﬀer is again
passed to the device driver. If the NIC is in a busy
state, the buﬀer is stored in the NIC interface queue.
Then, when the NIC becomes idle, the device driver
transmits the network buﬀer from the queue to the
physical network. Conversely, when the transport
protocol is TCP, the payload is stored in the socket
buﬀer. This is due to TCP semantics, where the protocol is able to send data only after previous data is
acknowledged (ACK). When an ACK is received,
the data is sent to the network buﬀer. Then, TCP
manipulates the buﬀer, and transmits the packets
or places them in a queue, in the same way as the
UDP.
4. Socket buﬀer overﬂow problem
The overﬂow problem is likely to occur when
packet processing is in progress, and packets arrive
too frequently. That is, when a new packet arrives
before per-packet processing completes, the kernel
has to service the interrupt newly generated. As long
as new packets are coming in, the kernel cannot execute application code. The socket buﬀer will ﬁnally
overﬂow unless the recv( ) system call moves packets
from kernel space. This phenomenon occurs (1)
when packets arrive too fast in the system, or (2)
when per-packet processing time is too long.
Fast packet arrival has been observed in the area
of high speed networks for a long time, but long
per-packet processing time is a relatively new problem. Thus, we would like to elaborate on it as follows.
Recent advances in communication technology have
resulted in the advent of integrated heterogeneous
networks. In such networks, new communications
platforms are required to be ﬂexible in order to

dynamically adapt themselves to changing environments. To emphasize ﬂexibility, many tasks – for
instance, modulation, channel coding, MAC processing and so forth – in mobile terminals are implemented in software, such as software radio
technology. A problem is that this ﬂexibility comes
with additional overhead even though the protocol
part such as TCP/IP remains unchanged. That is,
while the TCP/IP protocol only deals with the header
regardless of payload size, new networking platforms
would have a longer delay in per-packet processing
because they handle both the payload and header.
Without doubt, this increases per-packet processing
time.
5. Modeling and analysis of socket buﬀer overﬂow
problem
5.1. System model
The UNIX networking system can be modeled as
a simple queuing system as shown in Fig. 1.
In this system, packets arrive according to a Poisson process [15] of rate k, so the interarrival times
are iid exponential random variables [15] with mean
1
. The NIC serves packets with mean rate ls and
k
then places the outcomes in N socket buﬀers. Processes get packets from socket buﬀers with mean
rate lp whenever they obtain control of the system.
The interarrival and service times are independent,
and we assume that the system can accommodate
an unlimited number of packets. The size of the

Socket Interface
Socket
Buffer

TCP/IP Code

NIC Buffer

Network Interface Card

Fig. 1. Network system model.
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impact of the increase in service time on the state
of the socket buﬀer.
5.2. System behavior

NIC queue is LN, and the size of each socket buﬀer
is denoted as LS. This system can be modeled as a
state diagram, depending on the states of the NIC
queue and the socket buﬀer, in which a state would
be described as [SNIC, Ssb1, Ssb2, . . . , SsbN]. Namely, if
a state is modeled as the length of each queue, the
state can be expressed as [lNIC, lsb1, lsb2, . . . , lsbN]1
and then transition functions that handle events
can be deﬁned such as packet arrival, recv( ) execution, and so on. The result is a state machine with a
state changing rate that describes the networking
system.
This is (LN + 1)(LS + 1)N states Markov model
(see Fig. 2), and it is too complex and ineﬃcient
to solve because of the large number of states. Thus,
in this paper, system behavior is explained through
the simulation result of the above model, using the
simulation language, SimPy [8]. The following table
summarizes the main conﬁguration factors in our
simulation.
The sizes of the NIC queue and socket buﬀer are
based on the values in Linux kernel version 2.4.20
[9]. In the kernel, the size of the socket buﬀer is
set to 64 KB, but, for experimental convenience,
the size is set to 64 with the assumption that all
packets are of size 1 KB. The number of processes
is the same as that of socket buﬀers, and the default
value is set to 3.
In all experiments, the unit of time is ticks, not
seconds, and the total simulation time is 300 ticks.
The packet arrival interval and system service time
are the most important factors in the experiments
because the goal of the experiments is to show the

1

Note that l presents the length of current buﬀer while L is the
size of the buﬀer.

Socket Buffer Length
70
60
50
40
qlen

Fig. 2. Markov model.

The reason the networking system behaves diﬀerently from general queuing networks is that process
service rate depends entirely on system state. That
is, only when the network system is idle, is the process able to get data from the socket buﬀer. Even if
the system is a non-preemptive kernel, this is still a
valid presupposition since system tasks such as
packet reception have higher priority than user
processes.
Therefore, in the networking system, as the processing delay increases, user processes have fewer
chances to access socket buﬀers, and, as a result,
socket buﬀer overﬂow occurs even when the system
does not have extremely short packet arrivals.
Fig. 3 draws a changing shape of the ﬁrst socket
buﬀer, which is simulated with initial parameters in
Table 1.
In Fig. 3, the X-axis is time (tick) and the Y-axis
is the socket buﬀer size (qlen). There are 2 overﬂows
because max qlen is 64 (Table 1).
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Fig. 3. Buﬀer length in socket buﬀer.

Table 1
Conﬁguration factors
Description

Name in
model

Name in
script

Initial
value

NIC queue’s size
Socket buﬀer’s size
Process number
Packet arrival
interval
System service time

LN
LS
N
1
k

NQLen
SQLen
procNum
arrivalInterval

300
64
3
2.0

ls

serviceTime

5.0
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The change in buﬀer length is a good reﬂection of
the service pattern of processes. A notable tick interval is between 60 and 80, in which qlen dramatically
decreases and then gently increases again. This
observation says that the service rate tends to ﬂuctuate considerably, and similar saw-toothed inclinations can be seen in several intervals.
A question is whether the number of processes
may also have an inﬂuence on the socket overﬂow.
However, with the assumption that overhead in
context switching is disregarded, only 1 process
can be served even when there are N processes in
the system and the kernel is in an idle state. Therefore, the number does not have an impact on the
performance of the networking system. That is,
when it comes to the service rate, the duration of
the idle state is important, not the number of
processes.
For this reason, the number of processes is
excluded as a factor.

We obtain the following four equations using the
above model and Table 2:
37:86 ¼ q0  qA  qB þ qAB ;
49:35 ¼ q0 þ qA  qB  qAB ;
6:97 ¼ q0  qA þ qB  qAB ;
23:05 ¼ q0 þ qA þ qB þ qAB :
By solving the equations, we can get the following
regression equation:
y  29:31 þ 6:89xA  14:3xB þ 1:15xA xB :
From the result, we are able to analyze the respective degrees of impact on buﬀer length. To begin,
total variation (Sum of Squares Total) of y is calculated as follows:
SST ¼

22
X

2

ðy i  y Þ ¼ 22 q2A þ 22 q2B þ 22 q2C

i¼1
2

2

¼ ð8:552 þ 20:042 þ ð22:34Þ þ ð6:26Þ Þ
 1012:97  4  6:892

5.3. Analysis of variance

2

þ 4  ð14:3Þ þ 4  1:152 :
With recognition of packet arrival interval and
packet transaction delay as the key factors that
inﬂuence system performance, the degree in which
the factors inﬂuence the increase in socket buﬀer
length is analyzed in this section using regression
model [11].
Table 2 summarizes the experiment results, which
have been repeated 1000 times and averaged.
First of all, let us deﬁne two variables, xA and xB,
as follows:

1 if 5 ticks transaction delay;
xA ¼
1
if 10 ticks transaction delay;

1 if 2 packet interval;
xB ¼
1
if 4 packet interval:
y, the length of the socket buﬀer, is regressed to xA
and xB. q0 is the mean performance of y, and qA is
the eﬀect of xA. qAB is the interaction between xA
and xB
y ¼ q0 þ qA xA þ qB xB þ qAB xA xB :
Table 2
Experiment results of socket buﬀer length
Average packet
interval (tick)

Packet transaction
delay 5 ticks

Packet transaction
delay 10 ticks

2
4

37.86
6.97

49.35
23.05

Here, SST ¼ SSA þ SSB þ SSAB ¼ 22 q2A þ 22 q2B þ 22 q2c ,
SSA
and A’s impact on total variation is deﬁned as SST
.
The analytic degree of the impact can be
obtained: the packet arrival interval is 80.75%, the
packet transaction delay is 18.75%, and the interaction is 0.52%. This result shows that, as expected,
packet arrival interval has a dominant inﬂuence
on the socket buﬀer, and transaction time also has
a strong impact on the buﬀer by approximately
20%. The interaction is shown as negligible.
6. Our solution: self-prevention
The approach is to make the kernel manage
resources more proactively whereas traditional
UNIX behaves passively in response to external
inputs like packet arrivals. In the case of the socket
buﬀer, an undesirable state is buﬀer overﬂow, and
our self-prevention mechanism is to proactively
empty the socket buﬀer in advance before the buﬀer
enters such an undesirable state. For the mechanism, three things must be considered: where to
check the state of the socket buﬀer, when to judge
that the buﬀer would be overﬂowed in the near
future, and how to proactively empty the buﬀer.
We name forced consumption of the whole socket
buﬀer packet push. This can be implemented in
two diﬀerent ways.
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One way is to give the user process more chance
of recv( ) being called (via process scheduler). The
solution is based on the fact that, as the recv( ) is
called more frequently, socket buﬀer is well consumed faster so that the buﬀer length can be
reduced. Another way is to remap the socket buﬀer
to user space. The solution is based on the fact that,
when the overﬂow of the socket buﬀer is predicted,
ﬂushing the entire socket buﬀer prevents buﬀer
overﬂow.
However, scheduling-based approach has limitations. If the kernel forces the recv( ) calling process
to be scheduled before the overﬂow occurs, the
scheduling policy of the process scheduler would
impact the behavior of the overall system. So, we
felt using scheduler to solve socket buﬀer overﬂow
would not be practical.
On the contrary, page-remapping [3] uses only
virtual memory to handle socket overﬂow without
impacting other parts of the kernel. So this paper
uses page remapping to avoid socket buﬀer
overﬂow.
6.1. Check point: where to check the overﬂow
To check whether the buﬀer would be overﬂowed, the check point in the kernel must ﬁrst be
determined.
A check point is placed between the link layer
and network layer of the protocol stack, as shown
in Fig. 4. The intention of the placement is to avoid
unnecessary check point overhead. This is because
only the packets that pass through-the check point
can make impact on the growth of the socket buﬀer.
Then, whenever a packet passes through the
check point, the kernel checks whether there is a
socket buﬀer that has length over ov_thresh (overﬂow threshold to be discussed in the following section). If there is, the kernel directly pushes data to

Socket
SocketInterface
Interface
Socket
Interface
OSI 4 Layer

avoid socket buﬀer overﬂow without waiting for
consumption by user process.
6.2. Threshold: how to determining the overﬂow
To obtain the proper ov_thresh, two values are
tracked: the mean of packet arrival interval, 1k and
mean time of the packet push operation, m. A good
threshold adapts itself to changing m and k values,
and eventually prevents packet push from being performed needlessly.
The threshold starts with 2L3S . So, when the buﬀer
length is greater than 2L3S , packet push is performed,
and the kernel calculates the moving average of the
packet push operation time, m. When the new
packet push operation time is obtained, the kernel
recalculates ov_thresh as follows:


2LS
ov thresh ¼ MIN
; LS  km :
3
Note that km is the estimated amount of the incoming packet during the packet push operation. Pseudo code of this mechanism is presented in Fig. 5.
A key of Fig. 5 is a slow ﬁlter that is used to
obtain the moving average of the packet push time
(old value is more weighted than new value).
However, in getting k, a fast ﬁlter is used. The
reason is that the packet arrival rate is a time critical
value while the packet push time is generally stable.
6.3. Packet push: how to empty the buﬀer
Fig. 6 shows the conceptual shape of the system
during the packet push process. As previously mentioned, the core role of the packet push is that the
kernel reduces the socket buﬀer overﬂow from too
frequent packet arrivals or too long packet transaction delays.
This paper uses page remapping to implement
packet push. This section explains packet push

UDP
UDP Layer
Layer
UDP
Layer

Check
Point

OSI 3 Layer

IP
IP
Layer
IPLayer
Layer
Network
Network Device
Device
Driver
Network
DeviceDriver
Driver

Fig. 4. Check point in the kernel.
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Fig. 5. Pseudo code of overﬂow threshold.
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User Buffer

User
Socket

Socket

Socket

Socket
Kernel
Packet
push

ov_thresh

Socket Buffer
Fig. 6. Push process.

implementation in Linux with details of socket buffer structure.
Conceptually, the queue (or buﬀer) consists of
continuous memory blocks in a memory area, and
packets are copied into the area. In Linux, however,
the socket buﬀer is implemented by chaining several
skbuﬀ objects. Whenever the packet arrives, the kernel obtains a skbuﬀ object from the slab cache [16]
and adds the object to the tail of the socket buﬀer.
The max size of the socket buﬀer is controlled by
a limit value, 64 KB. Fig. 7 shows the socket buﬀer
structure where pointers such as ‘next’, ‘prev’, ‘head’
and device information such as ‘dev’ and ‘data’ of
the socket buﬀer are scattered, unlike the mbuf
structure of BSD. Page remapping is performed
only for the data area (refer Fig. 8) because applications only need the data.

sk_buff_head
sk_buff_head

sk_buff
next
prev
dev
….
head
data

After such remapping completes, the kernel
marks the pkt_push_done ﬁeld of task_struct in
Linux to indicate that the packet push completes.
Before copying data, recv( ) checks the pkt_push_
done ﬁeld, and when the ﬁeld is marked, recv( ) copies the data from the designated mapping area(‘user
buﬀer start address’ in Fig. 8) to the heap address of
recv( ) parameter (user-to-user copy). Here, the designated mapping area means that a user memory
area where the received data is temporarily mapped.
To make user-to-user copy, the virtual address for
the remapped data is required, and for this the
uva_data ﬁeld is added to the skbuﬀ structure. Using
this ﬁeld, recv( ) can simply use memcpy( ) to copy
the remapped data to the user-requested heap area.
If the pkt_push_done ﬁeld is unmarked, recv( ) performs as the original recv( ).

New
New
packet
packet
arrival!
arrival!

slab
slab cache
cache

sk_buff
net_device
Packet
header
Packet
data

Fig. 7. Structure of socket buﬀer in Linux.
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data field: after remap
data field: before remap
uva_data field
User buffer start address

recv ()
Packet
data
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done?

socket
buffer

sk_buff

Packet
data

Packet
data

sk_buff

…

remapping

sk_buff

…

Packet
data

Slab
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Empty
Heap Block

Packet
data

Packet
data

Empty
Heap Block

Empty
Heap Block

Fig. 8. Data remapping process.
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The goal of this section is to show the impact of
the packet push operation on the system through
simulation.
The frequency of overﬂow depends on the two
factors: packet transaction delay and packet arrival
rate.
Fig. 9 shows the relation between the two key
factors. The X-axis of the graph represents the
packet transaction delay, and Y-axis depicts the frequency of overﬂow in the socket buﬀer. The result in
Fig. 9 shows that, in general, frequency of overﬂow
is proportional to packet transaction delay. However, in the case of 1 tick as packet arrival interval,
the degree of increase of time is small, which means
the impact of the arrival interval overwhelms that
of the transaction delay, and consequently the inﬂuence of the transaction delay does not attract attention. In addition, when the arrival interval becomes
too long, overﬂow does not occur at all since there
are not enough suﬃcient data for overﬂow to occur
(see case ‘‘interval(4)’’ in Fig. 9). Overall, excluding
above two cases, the number of overﬂows is in proportion to packet transaction delay in Fig. 9. In
contrast, in the packet push system (UNIX with
packet push), overﬂows did not occur in any case
because the kernel handles buﬀer overﬂow in
advance.

200

Overflow count

7. Simulation result

interval (1)
interval (2)
interval (3)
interval (4)

150

100

50

0
4

6

8

10

12

14

16

Packet transaction delay (tick)

Fig. 9. Relationship between the arrival interval and the transaction delay.

Fig. 10 (with packet push) illustrates the changing shape of the socket buﬀer length under the same
conditions (the arrival interval is 2 ticks, and the
packet transaction delay is 5 ticks) with Fig. 3 (without packet push). The diﬀerence between the two
ﬁgures is well shown after 150 ticks. In the UNIX
system, because the kernel does not perform any
speciﬁc operation even though overﬂows occur,
overﬂows continuously occur, and also the socket
buﬀer has a long mean length. (Fig. 3). However,
the packet push system shows stable behavior, and
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Packet push (5 ticks)
Normal UNIX (5 ticks)
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Fig. 10. Length variation in socket buﬀer under the packet push
system.

8

Fig. 12. Throughput comparison between the packet push and
UNIX systems.

its socket buﬀer has a relatively short mean length
since the kernel ﬂushes the buﬀer in advance whenever the buﬀer length goes over the threshold.
Fig. 11 shows the system behavior well when the
packet transaction delay is long (10 ticks). Fig. 11(a)
shows the buﬀer length variation in UNIX. In this
case, overﬂow occurs in the socket buﬀer just before
150 ticks. After 150 ticks, the UNIX system cannot
handle the increasing load adequately, and as a
result the kernel cannot avoid socket buﬀer overﬂow. Conversely, in Fig. 11(b) with packet push system, we can see that the kernel pushes the packets
periodically and maintains the saw-tooth shape of
the socket buﬀer. Consequently, the packet push
system does not overﬂow the socket buﬀer, and
the buﬀer length can always be kept relatively short.
Another notable point in Fig. 11 is that the kernel shifts all packets to the user buﬀer whenever the
buﬀer length rises above the threshold. However,
since the parameter of the recv( ) system call determines the size of the data being read, only the data

of MIN (the length of the socket buﬀer, the length
of the user buﬀer) can be pushed in the real system.
It is natural that, the throughput of the user process
is proportional to the size of the pushed data.
Fig. 12 shows the throughput of the user process
with varying user buﬀer sizes. The X-axis of the
graph is user buﬀer size, and Y-axis is the number
of the user process’ taking-events during the simulation time. All experiments are performed with
packet arrival intervals of 2 ticks, and transaction
delays are 5 and 10 ticks.
The experiments show that the packet push system shows better performance in terms of throughput, than the UNIX system.
In particular, the UNIX system shows a dramatic
performance drop of 88.2%, when increasing the
packet transaction delay from 5 to 10 ticks, while
the packet push system shows a much smaller reduction of 16.7%, under the same increase in packet
transaction delay.
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Fig. 11. Comparison of buﬀer length variation when the packet transaction delay is 10 ticks. (a) UNIX system and (b) packet push system.
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8. Experimental result
8.1. Experimental environment
The packet push prototype is implemented as a
Linux Kernel Module (LKM) device driverr [10] in
Linux kernel version 2.4.20-8 [9]. The push prototype consists of the push device driver and push
application that is used in testing. The key role of
the device driver pushes the kernel buﬀer to the user
address by remapping the pages. In addition, it
issues the packet arrival interrupt and checks
whether the buﬀer length goes over ov_thresh. The
goal of this prototype is to show that packet push
could be easily applied to a real system, and ﬁnally
could prevent the buﬀer from overﬂowing eﬀectively.
The following Fig. 13 is the implementation
architecture for the push application and device driver, and we present the source code in ‘‘http://
os.korea.ac.kr/network/drone/pktpush.tar.gz’’.
The interaction between the application and push
device driver is performed by overriding the ioctl( )
operation. The push application opens the push
device, and the application does the following
ioctl( ) operation using its descriptor.

#deﬁne
#deﬁne
#deﬁne
#deﬁne
#deﬁne
#deﬁne
#deﬁne
#deﬁne

PUSH_KMALLOC
PUSH_KFREE
PUSH_TIMER_INIT
PUSH_RESET
PUSH_SET_TIMER_ITERATION
PUSH_SET_THRESHOLD
PUSH_RECV
PUSH_MAPPING

The push application conﬁgures several parameters for experiments when opening the push device.
The parameters are PUSH KMALLOC (the size
of kernel buﬀer), PUSH SET TIMER INIT (the
packet arrival rate), PUSH SET TIMER ITERATION (ongoing packet count), and PUSH SET
THRESHOLD (the overﬂow threshold). On setting
the initial parameters, the application requests the
PUSH RECV operation to obtain the packets,
and waits. After this, when the push device driver
performs a push operation and returns a pointer
to the user buﬀer, the application escapes from waiting and display the virtual address and content of
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the new buﬀer. This address points the kernel buﬀer
that is remapped to the user space. Note that the
copy operation is not performed during the push
phase. The remapped user buﬀer is not inﬂuenced
even when the PUSH KFREE operation frees the
kernel buﬀer.
After receiving the ioctl( ) operation from the
application, the push device driver handles the
requests. To emulate the packet arrival event, we
put the timer in the driver. The timer interval is a
Poisson process of rate PUSH SET TIMER INIT,
and for experimental convenience we limit the number of the packet arrival events, PUSH SET TIMER
ITERATION.
The push_timeout( ) function increases the
push_counter whenever the packet arrival event is
generated. When push_counter reaches the overﬂow
threshold, the push device driver performs page
remapping to a designated mapping area of user
address space. For implementing memory mapper
(do_push_mmap( )), we modiﬁed the sys_mmap( )
function to support the ﬁle structure of the push
device driver. The do_push_mmap( ) function registers the page handler(push_vma_nopage( )) which
updates an old page table. After push operation,

_IO
_IO
_IO
_IO
_IO
_IO
_IO
_IO

(PUSH_IOCTL_MAGIC,
(PUSH_IOCTL_MAGIC,
(PUSH_IOCTL_MAGIC,
(PUSH_IOCTL_MAGIC,
(PUSH_IOCTL_MAGIC,
(PUSH_IOCTL_MAGIC,
(PUSH_IOCTL_MAGIC,
(PUSH_IOCTL_MAGIC,

1)
2)
3)
4)
5)
6)
7)
8)

the push counter is initialized to 0, and whenever
timer events occur, the counter increases repeatedly.
8.2. Overhead comparison
We perform an experiment to measure the time
of recv( ) in both the packet push and the original
Linux mechanism. For overhead measurement, we
used a well-known network performance benchmark tool, called ‘netperf’. The client of ‘netperf’
runs Linux 2.4.20, and the server runs a modiﬁed
Linux that implements packet push. It is assumed
that the test data has been measured in a real
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Fig. 13. Implementation architecture for the push system on Linux.

Table 3
The speciﬁc breakdown of the receive overhead
Overhead

Description

a. User level latency
b. Socket buﬀer
consumption time
c. Socket buﬀer node ﬁll-up
time
d. Physical network transfer
time

The elapsed time between invoking of recv( ) system call and returning of it
The time needed to consume a ‘skbuﬀ’ list by an application process when the scheduler
gives a chance of resuming recv( ) system call
The time needed to ﬁll a ‘skbuﬀ’ node that is in-kernel data structure with packet data
that is transferred from NIC
The time that receiver NIC gets packets through physical network

It turns out, as in Fig. 14, that packet push using
the page remapping dramatically reduces the recv( )
overhead to take the data from the socket buﬀer
(over 80).

80000

CPU clock cycles

environment. Regarding cache aspect, when a
packet arrives, the DMA controller passes the
packet from the NIC to kernel buﬀer without going
through the processor cache. The measurement data
is not aﬀected by the processor cache.
In current Linux kernel implementation (kernel
version 2.4.20), we can break down the overhead
of recv( ) in the following steps (see Table 3). The
receive overhead consists of four steps in Table 3.
With heavy network traﬃc, the kernel is busy with
frequent interrupt handling so that the kernel cannot give enough chances to consume packet data
in the application. The push operation proposed
by this paper improves ‘b’ and ‘c’ in the table. In
push operation, the buﬀer overﬂow is estimated,
and using the estimation results, we prevent unnecessary packet drops so that ‘b’ improves. In addition, memory mapping saves data copy, which
reduces ‘c’.
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Fig. 14. Comparison of recv( ) overhead.
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generates packets is implemented. The packet push
is performed whenever the kernel buﬀer rises above
ov_thresh results from the generated packets.
Throughput is measured by the amount of data to
move from the buﬀer to heap area of user space during limited time. Fig. 16 shows two throughputs,
and the result of the simulation and the experiment
shows nearly the same tendency. Also note that
packet push aﬀects only the processes that have
packets in the kernel. Therefore, it minimizes the
impact on the overall system. By removing the
socket buﬀer overﬂow, the overall system is stabilized even with heavy network traﬃcs.

Fig. 15. Socket buﬀer length of prototype.

9. Conclusion
8.3. Prototype behavior
Fig. 15 shows the new shape of the socket buﬀer
length in our implementation. This is quite similar
to our simulation result in Fig. 11(b). In Fig. 15,
the unit of X-axis is jiﬃes. The jiﬃes global variable
stores the number of elapsed ticks since the system
started. It is set to 0 during kernel initialization
and incremented by 1 when a timer-interrupt
occurs. Because the default value of the timer-interrupt interval in Linux is 10 ms, jiﬃes are updated
every tick.
From the prototype’s behavior, we can say with
fair certainty that the packet push mechanism stabilize the kernel from socket overﬂow.
8.4. System throughput
We also conducted an experiment to compare
throughput of our prototype with that of Linux.
For this experiment, a pseudo device that artiﬁcially

Throughput (bps)

50000

Self-prevention is to take certain actions ‘in
advance’ before the kernel gets into an undesirable
state. In this paper, the socket buﬀer overﬂow problem is addressed and the packet push technique is
proposed as a solution. The packet push is a form
of self-prevention for the socket buﬀer overﬂow
problem. The packet push prevents the socket buﬀer
overﬂow by ﬂushing the buﬀer in advance, and the
results of the simulations and implementation are
presented. The packet push is implemented on
Linux, and page-remapping is used to ﬂush the
socket buﬀer.
In addition, the result of the measurement of our
prototype shows that packet ﬂush with page remapping consumes only 20% of CPU cycles of the original Linux mechanism.
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